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Security Solutions

Overview

Address the new business and IT
security realities

Protecting one of the most valuable assets to your business—your data
and information—in an increasingly complex I'T environment with limited
budgets is a challenge. With more than 50 percent of attacks targeting the
browser and new, multi-faceted attacks rising, more effective and manage-
able security approaches are needed.

BE PREPARED

Sirius security solutions present a comprehensive approach to protecting
every aspect of the organization. We recognize that security relies on a
combination of policies, procedures, technology controls, and a proactive
approach to understanding and managing risk, in order to:

+ Ensure compliance preparedness and readiness

+ Protect your company’s reputation and market share
+ Avoid costly breaches and fines

+ Maintain the privacy of sensitive information

+ Manage risk to enhance business agility and growth

TAKE THE NECESSARY STEPS

Every organization must be prepared for security threats if it wants to

stay in business. Sirius will take you through all the steps to protect your
business and evaluate all your risks, and can help conduct exercises to build
your response and recovery processes.

Security Solutions Address the New Business Complexities

§ o IT Innovation
New Collaboration Methods

Business
omplexit

¥ @l Flexibility in Business Methods
e Enhancements in Business
N Productivity 4

The Global Economy o y
Fluctuations in Economy —

WHICH SERVICES ARE RIGHT
FOR YOU?

To ensure maximum business value,
strategic alignment and operational
efficiency, you have to ask yourself the
following questions related to:

Security Program Development &
Policy Creation:

Do we have an overall security strategy,
and do we have effective security
policies in place?

Governance, Risk & Compliance:

How can we improve our audit results,
or streamline the audit process?

Compliance Readiness &
Remediation:

What can we do now to prepare for
the compliance process?

Enterprise Security Assessments:
How does our security posture
compare to best practices, and what
are our potential vulnerabilities?

Application Security:

Are we at risk of a potential compro-
mise of Web-facing applications?

Managed Security

Is it a good idea to have someone
actively manage and monitor our
security for us?

Your Sirius representative can help
you consider these questions and
determine the best course of action
for your organization.




SECURITY SOLUTIONS ENSURE BUSINESS VALUE

Sirius’ approach ensures maximum business value, strategic alignment and

operational efficiency by helping reduce exposure to risk, costs and time.
Our services will provide actionable recommendations to ensure controls
are in place that address regulatory obligations, protect critical operations
and assets and limit exposure to risk. Sirius security offerings include:

Data Loss Prevention

We help you reduce proliferation of confidential data across enterprise
data centers, client systems, remote offices, and end-user machines. We can
identify broken business processes transmitting confidential data and help
you monitor and protect communications of sensitive content to public
websites.

Governance, Risk and Compliance

RSA® Archer eGRC Solutions allow an eflicient, collaborative enterprise
governance, risk and compliance (¢GRC) program across I'T, finance,
operations and legal domains. With RSA Archer and code-free configura-
tion, you can manage risks, demonstrate compliance, automate business
processes, and gain visibility into corporate risk and security.

Managed Security Solutions
IBM® Managed Security Services provides 24/7/365 monitoring and

management of security technologies you house in your environment. IBM
provides a single management console and view of your entire security
infrastructure, allowing you to mix and match by device type, vendor and
service level to meet your individual business needs while drastically reduc-
ing your security costs, simplifying security management and accelerating
your speed to protection.

Endpoint Protection

We provide unmatched protection from the market leader in endpoint
security and can seamlessly integrates antivirus, antispyware, firewall, intru-
sion prevention, and device and application control. Requires only a single
agent and offers powerful central management of security on Windows®

and Mac OS® endpoints.

Virtualization Security

Mitigate, monitor and manage the latest security threats and vulnerabilities
and lower the costs of applying the latest security expertise, processes and
technologies.
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SECURITY SERVICES
FEATURES AND BENEFITS

Security Program Development and
Policy Creation Services

+ Ensure a comprehensive, in-depth
defense strategy

+ Gain organizational efficiencies and
better manage overall risk

Governance, Risk and Compliance

(GRC) Implementation Services

+ Policy management

+ Vendor management

+ Incident management

+ Business continuity programs

+ Out-of-the-box and customized
solutions

Compliance Readiness and

Remediation Services

+ PCI, HIPAA/HITECH, GLBA

+ Gap assessments

+ Gap remediation roadmaps policy/
standards development, and controls
implementations

Enterprise Security/ISO, Risk and

Vulnerability Assessment Services

+ Holistic assessments of security
posture: ISO 27001/2, COBIT,
NIST standards and best practices

+ Internal and external vulnerability
assessments

+ Can be combined with other
assessments/roadmaps (PCI, GLBA,
HIPAA/HITECH)

Application Testing

+ Application Security Assessment
Services
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